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SN\R HOCO™ | NT ED 33 11 May 1991
PI LOT
LCl/ CONT LCs

CBA | NT/ CONTS
SNR HCO | NT/ CONTS
LCs

(Y

: SECURI TY SI TUATI ON HANDLI NG CHECKLI STS

Ref s: _
HCO PL 16 Dec 68 SECURITY DIV 1
HCO PL 23 Jan 59 ETH CS
HCO PL 21 Apr 70 FI ELD ETH CS
HCO PL 1 Sept 69R COUNTER ESPI ONAGE
FO 1664 DI VI SI ONAL PRI MARY FUNCTI ONS
SPD 2 Oct 88 ORGANI ZATI ONAL SECURI TY
HCO PL 30 Oct 62 SECURI TY RI SKS | NFI LTRATI ON
HCO PL 23 Nov 59 EMPLOYMENT OF CRI M NALS
FORBI DDEN
SO ED 4234"I nt HCO & OSA COORDI NATI ON ON
' SECURI TY & | NVESTI GATI ON MATTERS
HCO PL 23 Dec 65 SUPPRESSI VE ACTS,

SUPPRESSI ON OF SCI ENTOLOGY
AND SCI ENTOLOG STS
HCO PL 27 Cct 64R POLI CI ES ON PHYSI CAL HEALI NG,
| NSANI TY AND SOURCES OF TROUBLE

Attached are several checklists for use by AQ and OSA/ DSA
personnel in the handling of security risks and security related
situations. They are intended as a guideline of actions which can
be taken which are in alignnent with the above policy letters. The
checklists thenmsel ves do not supplant policy which should be used as
the guiding factor in handling such matters.

The point of using themis that proper coordination exists between
HCQO Snr HCO and - OSA and nost inportantly that the situations are
actual Iy handl ed.

The checklists are to be kept by I& Chfs, HASes, DSAs, Snr |&R
Int, Snr PCO Int, Staff Security O ficer OSA | NT/CONT, Security Chf Snr
HCO I NT, OSA Invest termnals, and Security personnel where posted, for
use by them This checklist should be inplenented by any one of these
termnals who discover that such a situation exists in an org or in the-
field that requires imediate coordination and handli ng.

The types of security situations which may cone up on HCO OSA |ines
are described in the policy references listed above and are generally
l[isted in SO ED 4234 INT as itens a-o, which.are listed here as follows:

a. PTS Type C situations wth public where an external source is
threatening | egal or pushing soneone to threaten |egal.

b. I1llegal PCs category nunber three, where a person has
connections to an outside intelligence agency of sone sort.

c. Any threat of legal action or any other attack from a public
agai nst the organization.

d. Squirrels or declared individuals who are pushing onto org
lines or lines of staff or public in good standing, either
covertly or overtly. .

e. Newspaper reporters, psychiatrists, psychol ogists, police,

intelligence agency connected personnel trying to get on org
l'ines. :

° 1991 CSI. Al R ghts Reserved.
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f. Persons PDHed to do destructive actions against Scientol ogy*
and those who PDHed them

g. Attenpted suicide cases or PTS Type Ills and any external or
ant agoni stic: connections to them

h. Crimnals or persons with a crimnal record who are trying to
get on org lines.

i Institutional, and shock cases trying to get on |ines.

] . Persons who have cone to investigate Scientology for news
stories or any other reason.

k. Menbers of squirrel groups or suppressive groups, or past
menbers of such groups.

1. I ncidents of theft, break-in or physical attacks on Scientol ogy
persons or property.

m Persons who are encouragi ng Scientology public or staff to take
illegal and destructive actions.

n. Persons engaged in mutiny or outright sabotage or any of the
actions described in HCO PL 1 Sept 69, Rev. 24.9.83, COUNTER
ESPI ONAGE

0. Persons who are nenbers or connected to nmenbers of Anti-
Rel i gi ous groups organized to attack or persecute religions.

! In addition to the above, the checklists give a guideline for

t dealing with any instance of an illegal PC per HCO PL 6 Dec 76RB

i | LLEGAL PCs, ACCEPTANCE CF or tro.blesone source as per HCO PL 27 Cct

' 64R, POLICIES ON PHYSI CAL HEALI NG | NSANITY AND SOURCES OF TROUBLE

- found on org lines, serious enough to present a security risk to the
organi zation; or any attenpted en-ny infill ration detected on

Scientol ogy Iines. . :

! There are 4 separate checklists provided:
1. One which lays out the internal actions to be taken by HCO.

2. One which lays out external actioss to be taken by OSA/ DSA
per sonnel . ’

3. A specialized checklist :or dealing wwth PTS Type IIll cases
found on org |ines.

4. A specialized checklist :or handling of a theft of org property
or material.

Wen a checklist is logged out to a situation, each step, upon
. conpl etion, should be initialed with date ,and post title of the person
j executing the actions. Once the natter is handled the checklist can be
i filed with any folders related to the matter. :

| | Sn & INT

Approved by
LRU" COWM | NT

' Aut hori zed by
g : AVC FLAG®

for

| CHURCH OF SCI ENTOLOGY

| | NTERNATI ONAL

| CSI: AVCF: BPO PJ:jb

|

- SCI ENTOLOGY, FLAG LRU and HCO are trademarks . and service marks owned
by Religious Technology Center and are used with its perm ssion.
Printed in US A
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SENIOR CO INT
DI RECTI VE
FDD 367 DIV 1 INT ’ 24 August 1998

TO (S)Sl\ﬁHCOCO\JTS}(
SECURI TY 1/Cs ALL ORGS (CR AS HFA)

INFO CO CMO I NT, WDC SCN, WDC CSA, | MEC
LCl, SNR HCO INT, OSA INT, FNCC, FB
CLO, CONT NCC, FOLO PGWB CHFS
ORG FRs, DSAS, ECs, HASes,
DR 1 &Rs, SECURITY i/GCs

khkkkkhkhkkhkkhkhkkkhkrkhkk*k

* . CONFIDENTIAL,,*
*kk*k * k%

ORG SECURI TY BASI CS PROGRAM
FOR CLASS V AND CC ORGS

| NFORVATI ON:

It is tine to g'et_really pr of essi onal about securit% in our orgs
and create an extrenely safe space for Colden Age of Tech auditing and

t{]ai ning to occur. This programis going to help you acconplish just
t hat .

I nvestigation has found that those orgs with beefed-up security
nmeasures were not getting hit by crimnals. The successful actions done
by these orgs were researched and have now been put into an extensive
O g Security Checklist. Once done in every org, the crimnals, plants
and psychos w |l undoubtedly have to | ook el sewhere to weak havoc.

And we'll continue on with the business of setting people free.

PROGRAM PURPCOSE:
TO SECURE AND SAFEGUARD OUR CHURCHES.
MAJOR TARGETS:

1. THE STAFF HATTED ON SECURI TY AND WEARI NG THEI R SECURI TY HATS TO
SAFEGUARD THEI R CHURCH.

2. SECURITY BASICS REALLY GOTTEN I N CREATI NG A FORTRESS AGAI NST SPs AND
A SAFE HAVEN MADE WHERE PEOPLE CAN GO FREE.

PRI MARY TARGETS:

1. Where no Security I/C exists, the HAS (or as HFA) is to assign the
hat of Security I/Cto the actual termnal who HFA's this hat in Dept 3
of the org. An actual naned person on staff is to hold this HFA

HAS (or as HFA)
2. Take full responsibility for the rapid execution of this program

SECURITY I/C

3. The Security 1/C (H-A where necessary) is to imediately tel ex

t he Cont Securit%/] Chief and and gi ve your name, your other post if
you are HFAing the Security I/C function, and an attest that you have
taken full responsibility for rapidly executing this program

SECURI TY I/C

Unpubl i shed work: ® 1998 CSI. Al Rights Reserved.
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4, Study and understand the fol | owi ng references:

HCO PL 30 Cct 62 SECURI TY RI SKS | NFI LTRATI ON
HCO PL 16 Dec 68 SECURITY DIV 1
SPD 1 Aug 95 SECURI TY CORDLESS PHONES
HCO.PL 29 May 61 |1 SECURI TY OF HOUSE
HCO PL 9 Sept 66 SECURI TY
HCO PL 15 Nov 65 REPORTI NG OF THEFT AND ACTI ON TO BE TAKEN _
HCO PL 1 Sept 69R COUNTERESPI ONAGE : '
HCO PL 9 Jan 80 DEPARTVENTAL M NI PROGRAMS: THE KEY TO ACHI EVEMENT
FDD 341 DIV 1 INT RE: ORG SECURI TY WEEKLY REPORT FORM
FDD 348 DIV 1 INT RE: CHECKLI ST FOR PREVENTI ON AND HANDLI NG
OF SECURI TY THREATS
HCO PL 5 Apr 65 I SCI ENTOLOGY MAKES A SAFE ENVI RONVENT

SECURITY T/C

5. Study and word clear this program

SECURI TY I/C

6. Set up your programfolder so it is within easy reach and ready for
use.

SECURITY I/C

7. Work out and assign TMs to each target of this program against the
overal | production target.

SECURITY T/C
VI TAL TARGETS:

1. Wiile executing this program apply LRH policy and LRH tech in your
actions.
SECURITY T/C ~'s

2. At all times, set an exanple of high standards in production,
appear ance and conduct .

SECURITY I/C

3. Report any departure from standard tech or policy per HCO PL
1 May 65 |, STAFF MEMBER REPORTS.

—  SECORITY ' T/C

4. Ensure you and Reception have a list of energency phone nunbers for:
Police, Fire, Church attorneys, DSA, all executives, Snr HCO Cont,:' OSA

Cont, Security Chief Int and External Security Chief OSA Int (both via
213-960- 3500) .

SECURITY T/C

5. In case of any serious security incident occurring in the org such

as a break-in, theft, someone going Type |11, a bonmb threat, a bonb, a
fire, a natural disaster, sonmeone shot, etc., inmmediately contact your
Seni or HCO Cont, OSA Cont, Security Chief Int and External Security Chief
CSA Int. Let them know what you are doing and and what you propose and
standby for further instructions, while you handl e as best you can.

SECURI TY I/C

6. Any expenditures to upgrade securitz of the org are to be gotten
t hrough standard purchase orders from Fi nancial Planning. (Ref: HCO PL
26 Nov 65R, FI NANCI AL PLANNI NG

SECURITY I/C

7. Any time you run into any counter-intention, disagreenent or joking
and degrading while executing this program handle it with standard
ethics policy and then report the matter to Ethics of your org, with an
info to your Senior HCO Cont, OSA Cont, Security Chief Int and External
Security Chief OSA Int. (Ref: HCO PL 22 July 82, KNONEDGE REPORTS)

SECURITY T/C
OPERATI NG TARGETS:

1. On receipt of this program neet with the Exec GCouncil and do the
fol | ow ng:

a. Gve thema copy of this program Let themknowthis is
confidential and is to be kept secure.
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b. Brief them on the informati on section of this program and the -
attachments (i.e., FDD 369 DIV 1 INT and its attachnments). Let

them know you wi II working with them and the and ensure the. org
i s saf eguarded.

c. Get their agreement and full support to get the org 100% safe
and secure.

d. Send a report on the results of your meeting to your Cont
Security Chief (or as HFA) with an info to Security Chief Int.

SECURI TY [/C

2. Cll together the Dir I& and DSA staff and brief themin the same
fashion. Get themto read the attachnments. Get their agreement to back

up this programand get the org secure. Wite up the results of your
briefings as per target 1 above.

SECORITY T7C = .

3. Look over FDD 369 DIV 1 INT, ORG SECURI TY CHECKLI ST (attached). Cet a

good idea of the things to be |ooked for in regards to out-security and
safety.

SECURITY I/C

4. At the next staff nuster, off production time where the staff are all
present, tell the staff you are now hol ding the post of Security I/C
(HFA where necessary). Let themknow you will be taking actions to

i nprove security in the org. Then take themon a tour of the org as

a group and |look for any areas of out-security which exist and go over
how t hese could be fixed. Things to look for would include but not be
l[imted to: every ?]l ece of fire-fighting equi prment and check if it is
oper ati onal ; b) al | e entrances and exits and check if they are :
secure; c) any insecure doors to offices; d) any insecure pc folders;:
e) any insecure files such as Treasury, CF, Ethics; f) any insecure
conput ers/ di sks, and g) any other security points they can find. Keep
it uptone and interesting with no nake-wong. Keep notes of what was
out; you can use this data in your later inspection you do as part of.

this program Afterwards get the staff's agreement to handl e each point -
found as out.

SECURITY T/C

5. At a subsequent staff nuster, off production tine where all the
staff are present, tour the st af f through the org again and find what
outness were handied in the last tour and note which are still out.
Keep a copy of the outnesses found for the conpliance report.

SECURTY T/C

6. Correct each point found out on the second tour and chit those staff
responsi bl e. Keep notes of what was done to handl e each point and copies
of the chits for the conpliance report on this target.

SECURITY T/C

7. At a subsequent staff nuster, off production time where all the

staff are present, drill the staff on going up and getting in commwth
any new public or suspicious persons in or around the org and Eul ling
strings to find out at they are about. Drill themto approach the

person in a friendly fashion and get in comrmw th them flnd out what
they are there for 1n a very friendly way, and then pull any strings if
the answers are incorrect or suspicious. Have themthen route the person
to the correct |ocation such as out the door for a drunk, to HCO for an
ethics particle, to Recept ion (while HCO and DSA are alerted to any
possible plants), to the Registrar for a Fublic who wants to buy, etc.
Ensure they keep it real. Drill themuntil they really get it and are .
willing to confront anyone.

SECURITY 1/C

8. At the same nuster, drill the staff on having someone conme up and
attenpt to get private information from them about the Church and its
operation and then w thout giving out any information that they shoul d
not have, finding out what theP/ are about and reporting the matter to
HCO inmmedi ately. Drill them also on public asking valid questions about
Sci ent ol og[:;y and correctly answering and routing themas well, so they
can clearly see the difference between a security particle and valid
public and handl e appropriately.

SECURITY T/C
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9. Sone days later at a nuster with all the staff, find out fromthe
staff who has had any wins putting in securit{ measures since the wal k
through of the building and the drilling. Acknow edge and validate
anyone who has. This Is counted as done once all the staff have been
asked and any wi ns acknow edged. Ensure you send a short wite-up of
the wins given with the CR

SECURITY T/C

10. Get together the DSA, Estates I/C (or as HFA) and any ot her
executive or DSA staff menber interested and do an inspection, using a
copy of the ORG SECURITY CHECKLI ST and its attachments, of all org
properties, inside and out. Check each point. Note down any points found

out. Note anything else found out which nmight not have been noted on the
checkl i st.

SECURITY T/C

11. Once conpleted, sit down with all the terminals who did the
i nspection and create a mni programto handl e each point found out,
as per HCO PL 9 Jan 80, DEPARTMENTAL M NI PROGRAMS: THE KEY TO
ACHI EVEMENT. Include targets for pushing through the needed finances.

SECURITY T/C

12. Once the mni programis conplete, realistically TMout each of the
targets.

SECURITY 1/C

13. Make up two extra copies of the inspection notes and the mn

program Send one set to the Cont Security Chief and the other to
Security Chief Int.

SECURITY T/C

14. Complete the mni programby daily working on the targets and being
unr easonabl e in your demand for dones.
: SECURITY T7/C

15. Ensure there is a qualified, in-ethics, org staff Receptionist on
post every second the org is open

~— DIRPERS (RAS HFA)

16. CONDI TIONAL: If no Receptionist is on post every noment the org is
open, alert the org ECwith a copy to Securlty Chief Cont and Security

ief Int. Use LRH policy to get the post covered full time by a
qualified staff menber, 1including the use of HCO PL 22 July 82,
KNOALEDGE REPORTS.

SECURITY 1/C

17. Verify each staff nenmber hol ding Reception has been hatted by the
the DSA on:

a. How to handl e search or seizure warrants.

b. How to handl e process servers (soneone delivering a |ega
document agai nst the Church or menbers of it).

c. How to handle violent intruders or disruptive persons that come
into the org.

d. How to comply to any legal requirenents on keeping files, if
the;e are any for your org. (The DSA will know it there are
any) .

e. How to tape record threatening phone calls as applicable in
your area

SECURITY 1/C

18. Verify the Receptionist has the phone nunbers (plus any pager
nunbers) and a way to call out to:

The police

The fire departnment

Medi cal emergency personne
DSA

Church executives

Church attorneys.

~®ooo0Tw

SECURITY 1/C
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19. Ensure the Receptionist has a working:

Tape recorder, with plenty of tape and hookup for taping calls
as applicable

3 S5mmcaner a

Smal |l chemical fire extinguisher for small fires and self-
def ense

Pani ¢ button which sounds a scream ng |oud al arm
Assi st button which buzzes HCO, DSA and exec offices for help.

oo oo

SECURITY 1/C

20. Verify each Receptionist is hatted on using each of the above 5
items and they have drilled their use successfully. Have each show you

how t hey woul d use it, so you know for a fact they have it. Correct them
as needed.

SECURITY I/C

21. Get conpetent, ethical nale staff nenmbers hol ding the night watch
each night. Do this by creating and issuing a schedule, which is
approved by EC, which covers each night.

SECORITY 1/C

22. CONDI TIONAL: If no night watch is on post eveE% moment the org is
closed, alert the org ECwith a copK to Security ief Cont and Security
Chief Int. Use LRH policy to get the post covered full tine by a

qualified adult male staff menber, including the use of HCO PL 22 July
82, KNOW.EDGE REPORTS.

SECURITY T/C

23. Wth the night watch guards, walk around the org and make up a ful
checklist, using the N ght Watch Checklist attachment to the ORG

SECURI TY CHECKLI ST. Add any points needed to ensure the org is really
secure.

SECURITY T/C

24. Cet the nade up N ght Watch Checklist done standardly each night for
one week to count as being in.

SECURITY T/C

25. Wite a comrend on all night watch guards, Receptionists and any
staff who have done a noteworthy job handling/inproving security for the
org. Get this distributed to all staff

SECURITY T/TC
PRCDUCTI ON TARGET:

4 weeks to conplete all the targets of this program
PROGRAM  COMMUNI CATI ON:

Witten conpliance reports to your Cont Security Chief (or as

HFA), with cc's to Security Chief Int and External Security Chief OSA
I nt. :

Jeff Porter
SECURI TY CH EF | NT

Aut hori zed by
AVC FLAG LI Al SON OFFI CE

for
CHURCH OF SCl ENTOLOGY
| NTERNATI ONAL

CSl: BK: JP:j p. dc

LRH, HCO FLAG and SCI ENTOLOGY are trademarks and service marks owned by
Rel i gi ous TechnologY Center and are used with its permi ssion. Services
relatin? to Sciento ogg religious philosopg% are delivered throughout
the world exclusively by licensees of the urch of Scientology with the

per m ssi on of Reliﬁious Technol ogy Center, holder of the SCI ENTOLOGY and
DI ANETI CS trademarks. Printed in U S A
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SENIOR HCO INT

DIRECTIVE
FDD 369 DIV 1 |INT 25 August 1998
TO ALL DIR |1 &s AND MAAs
| NFO DSAs

ESTATES 1/GCs
FROM SECURI TY CHI EF | NTERNATI ONAL

ORG SECURITY_ CHECKLI ST

Ref er ences; '
Feb 71 OPERATI NG AT RI SK

HCO PL 1 Sept 69R COUNTERESPI ONAGE

HCO PL 22 July 82 KNOALEDGE REPORTS

HCO PL 24 Aug 65 11 CLEANLI NESS OF QUARTERS AND STAFF,
| MPROVE OUR | MACE

HCO PL 20 Apr 69 I HATS, NOT WEARI NG

HCO PL 4 Jan 66 111 SCI ENTOLOGY ORGANI ZATI ONS
COVMUNI CATI ONS SYSTEM  DESPATCHES

SPD 1 Aug 95 SECURI TY CORDLESS PHONES

"Don't operate at risk. The way to save tine and lives is do it
right in the first place.

"'Hope' is the byword of the down-and-outer, the buns of skid row
"Control your environnent by doing things well and thoroughly.

"Then you are secure."--LRH (HOO PL 24 Feb 71, OPERATI NG AT RI SK)

It is vital that our orgs are proofed up against crimnals and the
damage they can cause, so that we can get on with the business of
freel ng bel ngs.

Al t hough there has been an increase in crinme internationally in the
past two years, those execs and staff who have taken adequate actions to
secure their organization have not had any probl ens.

Commonly stolen itens include conputers, followed by audiovisual
equi prent and then noney, bookstocks and other nest. Thieves wal k
t hrough unl ocked doors or wi ndows, or these are forced open. Once
i nside, unlocked offices are easily accessed. And records and files

must be kept secure agai nst any possible espionage as per HCO PL 1 Sept.
69R, 'COUNTERESPI ONAGE.

So to assist you in getting in security in your org, a security
checklist has been created for your use to help you put in tight
security and get on, undisturbed, with flourishing and prospering and
handl i ng the underlying causes of the crime.

The checklist should be done by the Security I/C If no Security
I/C it is done by the person who holds it fromabove. The DSA and
Estates |/C should al so go on the inspection, so as to assist in
spotting any points that mght need to be handl ed.

Once done, the results are then turned in to the Security Chief of
your cont with a project of how you are going to handl e each point.
(Ref: HCO PL 31 July 83R |, BASIC MANAGEMENT TOOLS)

V\henc%ou have conpleted the project, send a conpliance report to the
Security ief Cont, who will forward the data to Security Chief Int.

Unpubl i shed work: ® 1998 CSI. Al Rights Reserved.
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10.

11.

12.

The following is the checklist to be done:.
SECURI TY OF ENTRANCES

The front door is locked with a high security deadbolt

| ock. Purchase high security deadbolt |ocks which cost at

| east $60 US dollars or nore each, and which clearly state
that they are high security deadbolt [ocks. Do not purchase

i nexpensi ve brands which professional crimnals can easily
open.

Al'l other entrance doors al so have high security deadbolt
| ocks.

Al'l entrance doors not watched by a Receptionist are
actually locked with the high security deadbolt I ocks.

Al'l accessible wi ndows are |ocked with professional
burgl ar-proof |ocks. This nmeans |ocks specificall
designed to stop burglars--not just |atches. Chec

w th your local police on what to purchase if you are
not certain.

If there are any other possible entrances, they are |ocked
with high security deadbolts.

RECEPTI ON AREA
There is a Receptionist on every mnute the org is open.

There is a Night Guard on all night, every night. These
staff nust be in-ethics and not PTS.

The Receptionist and Night GQuard have a club to protect
themsel ves (but no guns, as they are too nuch of a liability
even where they are legal to have them.

The Receptionist and Night Quard have a phone with which

they can contact the police/fire departments, Cont HCO and
OSA and OSA Int in case of an energency.

The Receptionist is drilled on know ng_ every single person
i

who cones in the org and politely finding out about anyone
not known.

The Receptionist has a small chemical fire extinguisher for
fires and for self defense.

Every person who holds the Receptionist hat and Night Guard
hat, even briefly, has been hatted and drilled to a pass on
all the follow ng points:

a) Able to contact the DSA, HAS and ED, 24 hours a day.
(Ensure each has a pager which is always on).

b) Able to quickly contact the police, fire departnment and
bonb squad.

c) Can snoothly handl e any suspicious stranger and find out
exactly what they are about in an in-ARC nmanner, and
then alert HCO and the DSA with the alert buzzer (see
Attachnment 1, section on RECEPTI ONIl ST ALERT BUZZER) .

d) Can use the 35mm canera.

e) Can use the video equi pnent and adjust the screens on the
noni t ors.

f) I's checked out on the manual and can operate the VCR
g) Is drilled on "taking a bonb threat",

h) Is drilled on handling trouble makers.

i) Is drilled on using the alert buzzer system

j) Is drilled on using the RECEPTI ONI ST SERI QUS SECURI TY
- EMERGENCY ALERT BUTTON (see Attachment 1, section
concerning this system.
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13.
14.

15.

16.

17.

18.

19.
20.
21.
22.

23.

24.

25.

26.
27.
28.
29.
30.
31.

32.
33.

k) Is drilled on pulling out and using the Security
Situations Checklists. This means drilling on each
checklist to a pass.

3R 2%

1) Is drilled on using a small chem cal fire extinguisher
kept at Reception, for putting out small fires and for

self defense if ever needed. Do not actually discharge
the extingui sher while drilling).
n Is drilled on how to tape a threatening phone call in

those cities where it is legal to do so. (Check with the
DSA to see if it is legal in your area).

SECURI TY CAMERAS AND RECCORDERS

(See Attachment 1, section on CAMERA SECURI TY SYSTEM for details
on video caneras and VCR).

There is a 35mmcanera--a sel f-focus, automatic type, with
film batteries and a working flash--located at Reception.

There is a simlar 35mm canera |ocated in the DSA office
for backup and use for DSA-rel ated cycl es.

Extra filmis stored (in the org refrigerator), which gives
it longer life, in case a lot of filmis needed. (Wen
possible, take the filmout and let it warmup for an hour

or so before taking it fromits plastic container. Cold rolls

of filmattract noisture when put into a warm environment.

There is a video canera in Reception, so as to be able to
see who is there.

There is a video camera outside the main street entrance,
so that anyone approaching the building can be seen.

There is a video canmera watching the DSA office entrance.
The nonitor for this canera is to be at Reception and a
duplicate monitor in HCO

There is a camera watching the ethics and personnel files.
There is a canera watching the pc fol ders.

There is a canmera watching the CF files.

There are cameras for any other key entrance |ocations, as
needed, to protect the building.

There is a VCR recorder which records all the cameras for
24 hours, and it is working.

There are enough VCR cassettes to keep one full week's
recordi ngs before having to re-record over them

There are nmonitors for all caneras located in HCO The
VCR should be located there as well.

SECURE OFFI CES
There are no noney/checks/ checkbooks |ying around.
The Treasury door is kept |ocked when no one is there.
The HCO door is kept |ocked when no one is there.
The DSA office door is kept |ocked when no one is there.

The Treasury noney/records are locked up in a working safe.

Money is taken to and from the bank securely by two or nore

peopl e.

Money is banked daily so no |large ambunts are kept in org.

There are no cordl ess phones or cellular phones being used
by the staff as per SPD 1 Aug 95, SECURITY CORDLESS PHONES.
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34. The location of the phone connections in the org is secured
with a good lock and is only accessible by the HAS. This is

done so no one can easily get in and place a bug on the line,
or listen in.

35. The KTL/LCC area is securely |ocked when the Supervisor is
not there.

36. The Clear folders are locked up and only authorized Cears
have access.

37. The other pc folders are kept |ocked up, so no one can wal k
off with them

38. The ethics/pers files are kept |ocked up securely in HCO

SECURI TY OF COWPUTERS AND DATA

_ Al the conmputers in the org nust be secure. This is an inportant
itemas the. nost commonly stolen itens are computers, and they often
hol d very valuable data on them

39. Any snall laptop type conputers are |ocked away in a |ocked
drawer/filing cabinet when not in use.

40. Larger conputers are secured with burglar-proof steel cable
systenms, which can be purchased fromlarge conputer stores.

41. Every conputer has Passmords so they can only be accessed by
aut hori zed personne

42. Al computer disks are securely |ocked up when not in use.

43. Al backup tapes of the systemand rel ease installation
di sks are to be kept in a safe when not in actual use.

44. Conputers with org data are not connected to nodenms. This
is a must to prevent professional hackers from breaking

into the systenms and stealing or altering data or planting
viruses.

45. No computers are linked to the Internet, even if for only

part of the day, unless this is an authorized Scientol ogy
- On-Lines conputer.

46. The main conputer is secured in a well-locked room This
is usually the DSA or FBO office in nobst orgs.

47. Only authorized HCO staff use the tel ex nmachine and are
using it securely.

48. Al faxes are only sent by HCO and the term nal sending

themis fully briefed by the DSA on what can be sent and what
is not okay to be sent via fax.

49. The CF data is securely locked up so only those authorized
staff can access this data.

50. The Addo data is securely locked up with access only to
authorized staff.

51. There is an operational shredding nmachine for all the
staff to use, which turns the paper into small, unreadable
bits, not long strips.

52. There are clearly labeled shred bins for staff to put their
shreddi ng in. It's inportant that these shred bins are
identical and do not look like any other bins. This is so
the staff in a different area than their office don't nake
the mstake of putting shredding in the wong bin.

FI RE SECURI TY PO NTS

53. There is adequate fire equi pment for each floor which works.
(e.g., fire extinguishers are actually filled and wor k).

54. The staff are hatted on using the fire equipment. You need
to actually check this at the next muster and ensure they al
do know how to use the equipnent.
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55.
56.

57.

58.

59,

&0,

61.

62.

63,

64.

65.

66.

67.

© 68,

69.

740,

71.

72,

73.

74.

75.

There are no fire hazards, such as bl ocked exits.

There are no insecure chemcals, paint, etc., which could
burn easily.

There are no fire hazards, such as poor wiring in the
bui I di ng.

There are no fire hazards, such as unsafe electric heaters.
There are adequate snoke detectors throughout the building.
SECURI TY OF KEYS

No unaut horized staff have keys to areas they shoul dn't

have access to. You'll need to survey each staff menber and
find out what keys they have.

Any locks with missing keys have been replaced with new
| ocks.

No public have keys.

Keys are not left in unlocked desk drawers or other simlar
| ocations where staff/public/crimnals can get them

An up-to-date key log is kept by the Dir RAM or Treasury
termnal HFAing this post.

A key log exists to tenporarily log in and out any keys which
are tenporarily issued to authorized staff for their use.

Keys to org spaces are securely |ocked up, not available to
unaut hori zed staff or any public.

Exec offices, HCO DSA office, Treasury, S Ofice, pc
fol der storage, CF, Addo and all exterior doors have been
re-keyed under presently contracted trustworthy staff and

kre]ys ave been given only to those who are cleared to have
t hem

SECURI TY OF PUBLIC

HCO has a list of all public who are, or could possibly be,
a security risk and a programto handl e each one. A copy of

this list is to be forwarded to the DSA, Cont HCO and Snr
&R Int each week.

Al pes are being checked to ensure they are not illegal as
per HCO PL 23 Cct 61 I, HGC PREPROCESSI NG SECURI TY CHECK.
Actually look to ensure this is being done.

Al students are being checked to ensure they are not
illegal as per HCO PL 1 Nov 61, HCO WN SECURI TY FORM 5A
(page 33 6, Tech Vol une VI ).

Al pes sign an enrollment form Look, don't listen.

The S attests there are no security threat public on
lines. Again, have the S look and sign an attest.

STAFF QUALS

Al staff are qualified for staff by actual review of their
files per:

HCO PL 11 Nov 76RB |. STATI STI C CHANGE, HCOS AND QUAL
DEFI NI TI ONS

HCO PL 23 Nov 59 EMPLOYMENT OF CRI M NALS FORBI DDEN

HCO PL 29 July 71 I11 PENALTI ES FOR THE H RI NG OR RECRUI Tl NG
OF | NSTI TUTI ONAL OR | NSANE PERSONS

HCO PL 29 June 68 ENROLLMENT | N SUPPRESSI VE GROUPS

Al existing staff have received a 7B check as per HCO PL
18 Sept 61R, HCO WV SECURI TY FORM 7B.

Al new staff receive a 7A check as per HCO PL 13 Sept 71,
HCO WV SECURI TY FORM 7A
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76. HCO has a list of all staff who are, or could possibly be,
a security risk and a programto handl e each one. A copy

of this list is to be forwarded to the DSA, Cont HCO and
Snr 1&R Int each week.

77. The dS attests there are no staff security threats in the
org or, if any exist, that there is an active programbeing
done by the S and/or HCO, and/or Qual to handle the matter..

Get the S to actually look and sign an attest that this is
true.

NI GHT WATCH CHECKLI ST

78. The N ght Watch/Security I/C has a checklist which is being
done every night and M N MALLY contains the itenms in the
Ni ght Watch Checklist. (See Attachnment 2).

79. The Night Watch/Security I/C is taking effective action to
handl e any and every point that is out in the N ght Watch

Checklist, including witing reports on all outnesses found.

By doing the above checklist, making a project to handle the
outnesses and then getting it done, you will have increased security
in your org trenendously. I am counting on you to get a fast and

prof essional product, so the org, staff and public are really secure
fromharm and able to get on with the job of freeing beings.

Jeff Porter
SECURI TY CH EF | NTERNATI ONAL
SENI OR HCO | NTERNATI ONAL

Approved by
SENI OR | &R | NTERNATI ONAL

Aut hori zed by
AVC FLAG LI Al SON OFFI CE
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RE, ORG SECURI TY SYSTEMS

In order to keep your org secure, there are some security systens
which need to be installed i mediately.

LI GHTI NG

One of the sinplest, |east expensive and nost effective security
systems are bright l[ights at night.

CGo outside at night and look at the current lighting all the way

around your org. If you also have parking, check the lighting for that
as well. _

VWhat you want is lots of very bright light at night. The tﬁpe,
whi ch by investigation is the best for deterring crimnals, is the
bright white/blue type of lights, not the soft yellow sh lights. The

| arge ones are "netal halide"™ (halogen) or "nercury". A nunber of 300 or
" 500 watt hal ogen lights work well if Elaced all around the org. You can
al so get much |arger ones for big parking lot areas/I|arge buildings.

Get one, put it up and see how nuch coverage you get. Then
purchase the rest so that you have full coverage. To save on
electricity, you can purchase |ights which have a-photo-el ectric sensor
yhich turns the lights on at night and off when the sun comes up

It cannot be enphasized enough just how effective bright lights are
at night for keeping the crimnals away.

CAMERA SECURI TY SYSTEM

The canmera system nmust have cameras and nonitors matchin% all the
e

key positions in the org. It requires a VCR_ recording all these
caneras 24 hours a day. This systemcan be installed by one of your
staff who has a basic understanding of these types of systens. hey

are not very conplicated

The cameras thensel ves shoul d be the newer nodel micro-chip type'
caneras. Purchase them froma maj or manufacturer such as Panasonic, '
Toshi ba, Sanyo, etc., so you get a decent quality camera which will |ast
for many years. They come in black and white or color. Color are nore
expensi ve, but are recomended, especially for the Reception and front -
“entrance caneras, as they show the color of the person's clothes.

The caneras can be very small and hidden. O -they can be |arge

enough to be easily seen. |It's recommended that the Reception and -
outside caneras are easily seen, as they will help act as a.deterrent’
to crimnals. S

/

The pictures fromthe caneras should be split, wth one set going
to nonitors in Reception and one set to nonitors in HCO. ~HCO and
Reception will be able to see the sane pictures. This can be done by
splitting the actual cable, using a "T-splitter” or by running cable
fromone nmonitor's "out" jack to the second nonitor.

The nonitors (TV screens) should ideally be large nonitors which
contain 4 pictures on each screen. This is done using a "quad splitter”
(splits the screen into 4 differént parts, with a different camera vi ew
in each). This systemalso allows the viewer to bring up any one of the
pictures onto the full screen when needed, to get a better view  Using
the large nonitors saves on cost and space and it's easier to record
them using the VCR ' ' '

The VCR is inportant as it can be used to check back for who went
into an area at any tine. It can also be used legally as evidence of
crinmes ‘committed. Just Frior towiting this issue, a crimnal was able
to be arrested by the Po ice using video evidence fromthe org's VCR,
showing the crimnal clearly commtting the crinme.

The type of VCR to be used is one which will record for 24 hours on
one tape. SONY makes one of these called a Tine Lapse Recorder. O her
manuf acturers nake them Mst large electronic security equi pment
distributors will carry them '

Unpubl i shed work: ® 1998 CSI. Al Rights Reserved
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There needs to be enough VCR cassettes to record for a full week
before recording over any of the cassettes again.

The following are the M N MAL | ocations to be recorded by canera,
nonitor and VCR

a. Miin entrance: looking at who is walking up to and into the
bui I di ng.

b. Reception: looking at who is in the Reception area, as well
as the Receptionist.

c. DSA office entrance.

d. Ethics/pers files: Looking at the entrance area, either inside
or outside the files space. |If they are stored in nore than
one |ocation, then nore caneras will be needed

2 e Fo fol der st or age.
. CF files.

g. Any other key locations: This could be another entrance area
whi ch the Receptionist would watch. It mght include parking
lots, other floors, other adjacent buil dings used, etc.

: Canmera notion detectors are a recommended option which can be added
to this system These set off an al armwhenever the canera "sees" any
nmotion in the screen of any camera set with this system

MOTI ON DETECTI ON SYSTEM

In order to help protect the Church when there are few or no staff

working in the org, notion detectors hooked up to scream ngly | oud
sirens are used. .

These systens can be purchased at any l|large security conpany supply
store and are not very expensive at all. They can easily be installed
by anyone with just basic electronics hatting

The notion detectors are put in key |locations and hooked into a
panel which allows themto be turned off and on individually. This .is
i mportant, as you may want to set the alarmin sonme |ocations, but |eave
others free due to a situation, such as a S working late and needi ng
to move around in certain locations. This would also allow the N ght
Quard the ability to turn the alarms off in any areas he was going to
i nspect and then turning them back on again.

These panels are then hooked up to sirens which are so scream ngly
[oud, that the noise alone would scare off any crimnals. The sirens
need to be heard in every part of the org.

The mi nimal areas which need to have notion detectors are:

HCO

Treasury

DSA Ofice

Pc fol der storage )

Pers/Ethics fol der storage

.CF

Any entrance area, including back doors, roofs, basenents, etc.

Any area which a crimnal mght break in through, such as an

office with wi ndows on the ground fl oor,

i. Any area which contains conputers or other valuable electronics
gear, the first itemcrimnals usually steal

j. Any.other area you want to alarm such as a private parking
| ot, adjoining buildings, etc.

SQ 00T

RECEPTI ONI ST SERI QUS SECURI TY EMERGENCY ALERT BUTTON

This is an alarmwhich allows the Receptionist to alert EVERYONE in
the building that there is a serious security energency in Reception
It also is used to help scare away any serious crinmnals. This would
only be used when the Receptionist was faced with an armed crimnal, or
an explosive or fire bonb being thrown into the org, etc.
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This systemis extrenmely inexpensive and is easy to install. The
system has a button or switch at Reception. The button/switch is out of
sight. It also nmust be protected, so it cannot possibly be accidentally
set off. There are buttons/switches with protective covers which can be

gotten for this purpose.

Once pushed, this button/switch sets off a siren in Reception that
is so loud that any crimnal would be scared and probably run off the

second he heard it. You want to get the |oudest possible siren for
this.

) This systemwoul d only be used for the nost severe security
situations, as it would disrupt sessions and students.

RECEPTI ONI ST ALERT BUZZER

The .Receptioni st needs to have another hidden button installed at
her desk. This leads to buzzers located in HCO DSA and any key exec
offices. |If the Receptionist needs help to handle a drunk or psychotic

person or sonething simlar, she can push the button and the execs/staff
who hear it can conme and assist.

This system should be fairly quiet so it won't disrupt the entire
organi zation or any public, but it will get assistance for the
Recepti oni st when needed.

Codes should be worked out and drilled by the staff. Exanple:
Rapi d repeated buzzes nmeans a serious situation and need help fast; two

sl ow buzzes repeated every few seconds could be a request for just the
DSA. Work out and drill these codes.

~ This buzzer and the other alert button/sw tch should be in a hidden
position that the Receptionist can use, without being obvious about it.

POLI CE/ SECURI TY ALERT SYSTEM

There is an optional systemwhich is recommended. . This is a
panic/al ert button which goes directly to the police or a security
conpany whi ch then sends an armed officer to investigate. Many cities
around the world now have these. You can call your police departnent
and ask them about such systens.

If your city has both systens, find out which one responds the
fastest and get that system They usually charge an initial fee or
monthly fee, plus a fee for any response

Again, any one of your staff or trusted in-ethics public who is
hatted on basic el ectronics can research and install the above systens.
They are not conplex. |If you do have any questions, you can al ways
contact your nearest Base Security Chief or Security Chief Int.

HCO is a trademark and service mark owned by Religious Technol ogy Center
and is used with its permission. Services relating to ScientologY
religious philosophy are delivered throughout the world exclusively by
i censees of the Church of Scientology wth the pernission of Religious

Technol ogy Center, holder of the SCIENTOLOGY and DI ANETI CS trademarks.
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NI GHT WATCH CHECKLI ST

The followi ng checklist is the mninmal checklist to be used by the
N ght Guard each night to ensure the org is secure. You should add any
Eoi nts to this which are peculiar to your organization, such as added
ui I di ngs, parking lots, special |ocked areas, etc.
1. The front door is secured with a high security deadbolt.
Al'l other entrances are secured with a secure deadbolt.

Al accessible w ndows are | ocked.

There is a club available for protection, if needed.

There is a phone available with energency nunbers.

The Receptionist has a small chenical fire extinguisher.

There is a working 35mm canera at Reception.

Extra filmis stored in the org refrigerator.

© o N o . o & w N

There are working video cameras in Reception and outsi de.

10. The 24 hour VCR recorder is working and is turned on.

11. The energency al arm systemis operational.

12. There are no noney/checks/ checkbooks |ying around.

13. The Treasury door is secure.

14. The Treasury noney/records are secured.

15. The HCO door is secure.

16. The DSA office door is secure.

17. The KTL/LOC area is securely | ocked.

18. The Cear folders and ot her pc folders are |ocked up.

19. The ethics/pers files are |ocked up.

20. Al the conputers in the org are |ogged off and secured.

21. The CF data is securely |ocked up.

22. The Addo data is securely |ocked up.

23. There is adequate working fire equi pnent for each floor.

24. There are no fire hazards, such as bl ocked exits. .
25. There are no fire hazards, such as unsafe electric heaters.
26. There is an operational org shreddi ng nmachi ne.

27. Random checks are done of trash baskets for shredding.

28. KRs were witten on any serious out-sec'urity f ound.

4
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